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1. Introduction This Privacy Policy dictates how Fors33 ("we", "our", or "us") collects, 
utilizes, and protects the information associated with your use of our website, APIs, 
and software services (collectively, the "Services"). By accessing the Services, you 
acknowledge the data practices outlined in this document. 

2. The Absolute Boundary: Local Execution Fors33 provides cryptographic and data 
integrity tools designed to operate on your local infrastructure. We do not collect, 
ingest, host, or analyze the raw contents of your datasets, files, or local volumes. Our 
software generates cryptographic proofs locally. We only interact with the metadata 
necessary to validate licenses and ensure system integrity. 

3. Information We Collect To provide and secure the Services, we collect specific 
categories of operational data: 

• Identity and Access Data: When you authenticate using third-party providers 
such as Google Workspace, we receive your email address, basic profile 
information, and necessary OAuth tokens to provision your operator seats and 
validate your identity. 

• Billing Information: If you subscribe to a paid tier, our payment processor (Stripe) 
collects your billing details. Fors33 retains transaction histories, subscription 
statuses, and billing addresses, but we do not store raw credit card numbers on 
our servers. 

• Communication Data: Information you provide when requesting support, 
submitting a contact form, or downloading compliance materials (such as email 
captures). 

• System and Telemetry Data: We log automated technical data when you 
interact with our APIs or website. This includes IP addresses, browser types, 
request timestamps, and cryptographic key validation requests to monitor for 
abuse and ensure rate limits. 

4. How We Use Your Information We process the collected data strictly for operational 
execution: 



• To authenticate your identity and authorize access to designated software 
tiers. 

• To process subscription payments and issue cryptographic license keys (F33 
keys). 

• To deliver system status updates, security alerts, and critical administrative 
notices. 

• To detect, investigate, and prevent fraudulent activity or violations of our 
Acceptable Use Policy. 

5. Third-Party Service Providers We do not sell your personal data to data brokers or 
advertising networks. We share necessary data strictly with trusted infrastructure 
partners required to operate the Services: 

• Authentication providers (e.g., Google) to verify your identity. 

• Payment gateways (e.g., Stripe) to securely process transactions. 

• Cloud hosting and logging infrastructure to maintain API uptime and security. 

6. Data Security and Retention We implement industry-standard security protocols to 
protect the data we do hold. However, no transmission over the internet or electronic 
storage system is entirely secure. You are responsible for securing your own 
credentials. We retain your information only for as long as necessary to fulfill the 
operational purposes outlined in this policy or to comply with legal obligations. 

7. Operator Rights Depending on your jurisdiction, you may have the right to request 
access to, correction of, or deletion of the personal data we hold about you. You may 
initiate these requests by contacting our support channels. Please note that 
requesting the deletion of identity or billing data will immediately terminate your active 
subscriptions and revoke your license keys. 

8. Policy Modifications We reserve the right to update this Privacy Policy at our 
discretion. Any modifications will be posted on this page with an updated revision date. 
Continued use of the Services following such changes constitutes your 
acknowledgment of the updated practices. 



9. International Data Transfers Fors33 operates within the United States. If you access 
our Services from outside the United States, be aware that your information will be 
transferred to, stored, and processed in our facilities and by those third parties with 
whom we share it. By using the Services, you consent to this transfer, recognizing that 
data protection laws in the United States may differ from those in your jurisdiction. 

10. Region-Specific Rights (EEA, UK, and California) If you are a resident of the 
European Economic Area (EEA), the United Kingdom, or the State of California, you 
possess specific statutory rights regarding your personal data. These include the right 
to data portability, the right to restrict or object to our processing of your data, and the 
right not to face discriminatory treatment for exercising your privacy rights. To execute 
any of these rights, contact our support team. 

11. Children's Privacy Our Services are engineered for commercial and enterprise 
operators. They are strictly not intended for individuals under the age of eighteen. We 
do not knowingly collect personal data from minors. If we become aware that we have 
inadvertently collected such information, we will take immediate steps to delete it from 
our systems. 

12. Contact Information For any questions, concerns, or legal inquiries regarding this 
Privacy Policy or our data processing operations, you must contact us directly at: 
legal@fors33.com.  
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